
 

POLICY & PROCEDURE 
Title: Confidentiality, Release of Information, and Maintenance of Records 

Effective Date: 8/17/2023 

Applies: All Students enrolled in services at the Harris Family Center for Disability and Health 
Policy (HFCDHP) 

Statement: HFCDHP recognizes the rights of students with disabilities to maintain the 
confidentiality of their disability-related information and determine who receives it.  

Purpose: The purpose of this policy is to provide guidance to students enrolled in HFCDHP services 
regarding disclosure limitations of disability-related information maintained by HFCDHP and the 
maintenance of students’ disability-related records housed at HFCDHP. 

Related Information: 

HFCDHP recognizes the rights of students with disabilities to maintain the confidentiality of their 
disability-related information and determine who receives it. Disability-related information 
provided to the HFCDHP is considered an educational record; therefore, it falls under the protection 
of the Family Educational Rights and Privacy Act (FERPA). FERPA permits the HFCDHP to share 
information about the impact of a disability and accommodation eligibility with other University 
school officials who have a legitimate educational interest. A school official includes but is not 
limited to faculty and instructional staff, academic deans, the provost, and security. Legitimate 
educational interest means the school official needs to review an educational record or receive 
educational record information to fulfill their professional responsibilities. 

HFCDHP values the privacy of its students and the confidentiality of the disability-related 
information entrusted to us. As such, HFCDHP limits disclosures of disability-related information to 
those which are minimally necessary for the delivery of services/accommodations of the student, 
or for some other permissible basis. Examples of a permissible basis include but are not limited to:  

• Disclosure based on a legitimate educational reason:   
o Disclosure to appropriate faculty and staff of the student’s status as a student registered 

with HFCDHP and their approved accommodations to coordinate and administer 
accommodations.  

o Disclosure to a WesternU school official in relation to a student filed complaint, appeal, 
grievance, or lawsuit against a university action, office, or employee. 

• Disclosure to the proper authorities to prevent/control injury or harm to the student or to 
others.  

• Disclosure subject to a court order.  
• Disclosure based on the student’s written permission. 

The degree of information that is required by university constituents regarding a student’s disability 
is directly related to the nature of the accommodations and services required. Sharing this 
information does not require student consent under FERPA.   
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Disclosure of educational record information to a University official having a legitimate educational 
interest does not, however, constitute authorization for that person to transmit, share, or disclose 
any or all of that information to a third party who does not have a legitimate educational interest. 
When disability-related information may need to be shared with a third party, a student may sign a 
written consent form giving HFCDHP permission to discuss the disability with a third party, such as 
parents who require further information. Information will not be released to a third party without 
written consent from the student unless it is required by federal or state law or when a student may 
be at risk of harm to self or others.  

Only authorized staff within HFCDHP have immediate access to student records. Disability 
documentation is maintained in locked cabinets, in locked offices, and on secure servers and is not 
part of the student’s permanent educational record. In accordance with WesternU policy, HFCDHP 
student records are destroyed five years after a student’s graduation or date of last attendance. 
Students with disabilities have a right to review their file. A student who wishes to review their file 
must schedule an appointment with the Director of HFCDHP. 

Procedure Steps:   

  Action   Responsible for 
Implementing   

1   During the Enrollment Meeting, HFCDHP’s policy and 
procedures regarding Confidentiality, Release, and 
Retention of Records will be reviewed with the student.  

Associate Director and/or 
Director of HFCDHP/Student 
 

2 After the Enrollment Meeting, students will be sent 
HFCDHP’s Confidentiality, Release, and Retention of 
Records acknowledgement through DocuSign to review, 
electronically sign, and date. The acknowledgement will 
be maintained in the student’s file. 

HFCDHP staff 

3 Should the policy undergo substantial revision, an 
updated HFCDHP Confidentiality, Release, and Retention 
of Records acknowledgement will be sent to all 
students to review, electronically sign, and date. The 
acknowledgement will be maintained in the student’s 
file. 

HFCDHP staff 

4 For disability-related information that may need to be 
obtained or shared with a third party, the student must 
first sign an Authorization to Release Confidential 
Information with the exception of information required 
by federal or state law or when a student may be at risk 
of harm to self or others. The Authorization to Release 
Confidential Information will be maintained in the 
student’s file. 

HFCDHP staff 

5 Authorized HFCDHP staff maintain disability-related 
documentation in locked cabinets, in locked offices, 

HFCDHP staff 
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and on secure servers. This documentation is not part of 
a student’s permanent education record.  

6   HFCDHP student-disability records are destroyed five 
years after a student’s graduation or date of last 
attendance.  

Director of HFCDHP  

7   Students with disabilities enrolled in HFCDHP services 
have a right to review their file. A student who wishes to 
review their file must schedule an appointment with the 
Director of HFCDHP. 

Director of HFCDHP  

Definitions: 

Disability: a person who has a physical or psychological impairment that substantially limits one or 
more major life activities; or a record of such impairment; or is regarded as having such as 
impairment [42 U.S.C. §12102(1)].   

Family Educational Rights and Privacy Act (FERPA): FERPA protects the privacy of education 
records by prohibiting disclosure and transfer of personally identifiable information contained in 
such records without consent—except in certain circumstances. 

Regulatory Information: Section 504 of the Rehabilitation Act of 1973, (Section 504), 29 
U.S.C.§794, Americans with Disabilities Act (ADA), 42 U.S.C. §12101, et. seq., Family Educational 
Rights and Privacy Act (FERPA), 20 U.S.C. §1232g, and WesternU Records Retention Policies. 

Related Procedure: N/A 

Related Links:  Student Handbook, Confidentiality, Release of Information, and Maintenance of 
Records, Authorization to Release Confidential Information 

Responsible Department: Harris Family Center for Disability and Health Policy (HFCDHP)   

Contact:  Director of HFCDHP  

Email: disabilityaccomodations@westernu.edu   

Policy reviewed by: (check all that apply)  

  Academic Senate   X General Counsel    Provost’s Office  

  Biosafety Committee    Human Resources    Radiation Safety Committee  

  Board of Trustees    IACUC    VP Research & Biotechnology  

  Chief Financial Officer    Information Technology    Sponsored Programs  

  Clinic Administration    Institutional Review Board    University Risk Management  

  Dean’s Council    Operations Council     University Compliance Office  

chrome-extension://efaidnbmnnnibpcajpcglclefindmkaj/https:/stagewp.westernu.edu/media/cdhp/pdfs/hfcdhp-student-handbook-v5-accessible.pdf
https://stagewp.westernu.edu/cdhp/cdhp-services/#accordion-1-button
https://stagewp.westernu.edu/cdhp/cdhp-services/#accordion-1-button
chrome-extension://efaidnbmnnnibpcajpcglclefindmkaj/https:/stagewp.westernu.edu/media/cdhp/pdfs/confidentiality-release-of-information-and-maintenance-of-records.pdf
mailto:disabilityaccomodations@westernu.edu
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  Directors of Operations    President’s Office    University Policy Office  

  Environmental Health & Safety    Procurement   X University Student Affairs  

 


