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ReplyAll Restriction 

In the past we have had occasions where individuals used ReplyAll when responding to emails sent to all 
students, faculty, and/or staff via Group Distribution lists. The replies were often in the form of “great” 
or “I’ll be there” responses to general announcements and invites, however, in some cases confidential 
responses were sent to everyone.  

To resolve this issue, IT has implemented a protocol that requires Group Distribution lists in emails to be 
placed in the BCC: field, as opposed to the To: or CC: fields. The ReplyAll messages from anyone replying 
to a mass email where the Group Distribution lists are in the BCC: field will only go to names in the To: 
and CC: fields. With the implementation of this protocol, anyone attempting to type a Group 
Distribution list into the To: or CC: fields will receive a pop-up message informing them they will need to 
put the address into the BCC: field.  

We trust this will not be an inconvenience and anticipate it will save us from responses that were meant 
to be just to the Sender of the original email. 

IT Security 

Our Information Security Officer (ISO), Jason Todd, is responsible for spearheading our efforts to keep 
our campus technologies and data as secure as possible. Working closely with his colleagues in the IT 
department and the Information Security, Risk, & Compliance Subcommittee of our IT Governance 
structure, he constantly scans the environment (figuratively and literally) to identify potential issues, 
strengthen our defenses, and train our constituents on best practices and security breach avoidance 
measures.  

It was a bit disconcerting then, to review the results of a recent email phishing exercise in which a 
“tainted” email was sent to all WesternU employees and hundreds of people clicked on the link in the 
body of the email. The intent of these routine IT security exercises is to teach people how to spot 
phishing emails and avoid clicking on links that could contain malicious code. Those who did click on the 
link were provided a short tutorial on how to recognize phishing attempts and avoid being infected.  

In an attempt to keep us as vigilant as possible when it comes to IT security, there are a number of 
optional and one mandatory training sessions each year. The mandatory online annual Cybersecurity 
training session, which takes about 15-20 minutes to complete is required of all faculty and staff in order 
to retain their access to our technology infrastructure. After as many as 5 notices to individuals and their 
supervisors there are still over 100 individuals who have not completed this training, which had a 
deadline of October 31.  

I have asked the ISO to develop and publish a mandatory Cybersecurity training timeline that will include 
a number of reminders during the process (prior to the deadline), escalation to supervisors after the 
deadline, and a final notice to the individual, their supervisor, and their senior manager, informing them 
their access to WesternU’s technology infrastructure and data is being revoked. We certainly hope we 
don’t ever get to that last step, but for the safety of our systems and the data we are charged with 
protecting, it will be our final resort. To all those who regularly complete this (and other important 
mandatory trainings), we thank you. 

eduroam 
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The IT department has signed an agreement with Internet2 for access to their eduroam services. 
eduroam provides wireless internet access via participating institutions, organizations, and 
municipalities across the United States. Although Internet2 only provides the service within the United 
States, eduroam affiliates provide similar connectivity in over 100 countries around the world. We hope 
this service will make connecting to the internet more convenient for faculty/researchers, staff, and 
students as they travel away from our physical campuses. For more information on the benefits and use 
of eduroam, please visit www.eduroam.org. 

 


